












 

After the back-up schedule has been completed. It will be displayed in the GUI of the Windows 
Server Backup. 
 

 
 
 
All the event logs regarding back-ups can be found at Microsoft-Windows-Backup\Operational, 
and event 14 tells that a backup has been completed. 
 

 
 
  









 

All the DNS configuration is now stored in C:\Windows\System32\dns 
 

 
 
 
 
I am now going to delete the corp.contoso.com FWLZ 
 

 
 
  



 

1. Create a new FWLZ and uncheck the following box 
 

 
 

2. Type ''corp.contoso.com'' as zone name. 
 

 
 

3. Select ''using existing file'' and type: corp.contoso.com.txt 
 

 
 
  



 

4. Click next and then finish 
 

 
 
 

5. Everything has been restored again. 
 

 
 
  







 

Now pick a strong password and click next to finish it. 
 

 
 
 
Other important thing we need to backup is the CA settings hat is stored in the following registry 
key: HKLM\System\CurrentControlSet\Services\CertSVc\Configuration\ 
 

 
 
  

























https://gallery.technet.microsoft.com/Reset-the-krbtgt-account-581a9e51










 

Policy Path Policy Setting Configured Setting 
Policy Change Audit Policy Change Success 
Policy Change Audit Authentication Policy 

Change 
Success 

Policy Change Audit MPSSVC Rule-Level Pol-
icy Change 

Success and Failure 

Policy Change Audit Other Policy Change 
Events 

Failure 

Privilege Use Audit Sensitive Privilege Use Success and Failure 
System Audit Other System Events Success and Failure 
System Audit Security State Change Success 
System Audit Security System Exten-

sion 
Success 

System Audit System Integrity Success and Failure 
 
A list of recommended security event logs can be find at 10.5 
  



https://github.com/canix1/ADACLScanner
https://docs.microsoft.com/en-us/archive/blogs/pfesweplat/forensics-active-directory-acl-investigation
https://docs.microsoft.com/en-us/archive/blogs/pfesweplat/forensics-active-directory-acl-investigation












https://identityaccess.management/2020/01/17/attacking-active-directory-for-fun-and-profit/
https://identityaccess.management/2020/01/17/attacking-active-directory-for-fun-and-profit/












https://github.com/BloodHoundAD/BloodHound






https://identityaccess.management/2020/01/17/attacking-active-directory-for-fun-and-profit/
https://identityaccess.management/2020/01/17/attacking-active-directory-for-fun-and-profit/


































 

Now when resetting a service account that is part of the SQL Service Accounts group, and you 
have picked a poor password. It will be denied. 

Every time, when an account is part of the ''SQL Service Accounts'' group. Password settings will 
be applied to the account. 

 

  














































